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REMARKS 

Action, the Restriction Requirement tssued on February 25, 
withdrawn. 

All pending claims stand rejected as follows: 

. Claims 1 , 6, 8, 27, 29 and 33 under 35 U.S.C. § 1 12, second paragraph as being 

incomplete for omitting allegedly essential elements; 
. claims,- 5 ,6-7,S.2 6 ,27-28and29.3,u„de,3 5 U,.C. § ,0 2 (e)asa.,egedlybe,ng 

anticipated by United States Paten, No. 6,167,045 to Pirovano e, al. ("Pirovano ); 
. Claims 17, 22, 25, and 32 under U.S.C. § 103(a) as allegedly being unpatentable m 
r , • fiT c Patent No 6 640,305 to Kocheret al. 
view of Pirovano, and in further view of U.S. Patent No. b,04u, 

("Kocher"); 

. Claims 33 35 and 36 under U.S.C. § 103(a) as allegedly being unpatentable in vtew 
of Pirovano, and in further view of U.S. Patent No. 5,856,974 to Gerva, et al. 
("Gervais"); and 

. Claim 34 under U.S.C. § 103(a) as allegedly being unpatentable in view of Pirovano 

and in further v.ew of Gervais and U.S. Patent No. 6,167,438 to Yates etal(Yates). 
In addition, claims 1, 6, 8, 27, 29, and 33 arc objected to because of certatn perceived 
informalities therein. 

in.erviews on August !, 2005 and August 2, 2005 with the undersigned attorney and hts 
league, ,oel Lehrer, and for the helpful suggestions with respect to Catm amendments. The 
fiJLg discussion is.ntended to constitute a proper recordat.on of these ■n.erv.ews m 
lrd a ncew 1 thMP E P § 7,3.04,anda,sotoprovideaf,lresponsctotbcOff.ceAc,,o„. 
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Both the August 1, 2005 and August 2, 2005 discussions focused on the claims, primarily 
on the matters of form, as well as on differences between the present invention and Pirovano. 
Consistent with these discussions, Applicants have amended claims 1-36 to more fully 
characterize and more particularly define the subject matter they regard as their invention, and 
note that, as discussed during the interviews and in more detail below, Pirovano, or any other 
reference of record, either alone or in proper combination, does not teach or suggest the 
inventions defined by the amended claims. 

No new matter has been introduced by these amendments, support therefor being found 
throughout the specification, as well as in claims 1-36, as originally filed. 

Abstract of the Disclosure 

Applicants have amended the Abstract to more clearly describe the technical disclosure of 
the invention, and respectfully submit that the amended Abstract duly complies with 37 C.F.R. 
1.72 and MPEP 608.01(b). Reconsideration and withdrawal of the objection to the Abstract is 
respectfully requested. 

Applicants note that, as discussed during the August 2, 2005 interview, encrypting 
routing message information is not the "key of invention," but rather relates to some of the 
embodiments thereof. 

Claim Objections 

The Office Action, on page 3, objected to claims 8 and 29, alleging insufficient 
antecedent basis for the "splitting" step of the claimed method. Applicants thank the Examiner 
for clarifying the objection during the August 2, 2005 interview and for his helpful suggestions 
regarding claim amendments. Applicants have amended claims 8 and 29 consistent with the 
discussion during the interview and respectfully submit that these claims, as amended, recite 
proper antecedent basis for each of the limitation thereof. 

Further, independent claims 1, 6, 8, 27, 29 and 33 were also objected to for including 
inconsistent limitations. Applicants respectfully traverse this objection. As discussed and agreed 
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the invention and do not inch.de inconsistent .imitations. 

Ita0B ^-w«^^« to, ■^"• 29,,,,,^3 ■ 
respectfully requested. 

QSmMSSlm^^^ 111 second paragraph , as being 

rejection. As explained in the speciticat , interviews, 

encoding and encrypting steps are ,n fact not esse ^ ^ 

^tetosomepossibleimplementationsoraspecof h ^ or resuits from inrp.mentation 

orvariousembodimentsofthe invention, ^^^-.^.^d. 
Keeonsiderationandwithdrawa.oftheobjcctiontocla.msl.a.andS.srep 

U S C 5102(e) as being anticipated by Pirovano. 

jzsssszl — 

amended, for at least the reasons provided below. 

■ Her « U S C 5102(e), the reference must teach every aspect of the 

meet this exacting standard with respect to clauns 1-32. 
channel using variable-length messages where va g 

• • j Qnnther identifying the message itself. Further, some 
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list of data sources from which it is authorized to receive data, and upon receipt of a data packet 
retrieves the two (or, in some cases three) identifiers. The identifiers are then used to validate the 
data as being sent from an authorized source, and if so, making the data available to users of the 
data receiver. See Pirovano, col. 2, lines 22-42. 

Assigning identifiers to data packets as described by Pirovano creates an absolute 
association between a given data packet, its source, and the data receiver to which it is being 
transmitted. Such an absolute association is in direct contrast to the scope and purpose of 
Applicants' claimed invention, as discussed in detail below. 

Independent Claims 1 and 8 
Independent claim 1, as amended, recites an apparatus that includes "a file-splitting 
processor for splitting a file into a plurality of message segments and assigning one of a plurality 
of destination addresses to each segment, the plurality of destination addresses being assigned to 
a receiving host." Also, claim 8, as amended, recites a method that includes "splitting the file 
into a plurality of message segments," and addressing "each message segment of the plurality of 
message segments using one of a plurality of destination addresses assigned to a receiving host." 

Thus, Applicants' invention assigns multiple destination addresses to file segments that 
are being sent to the same destination host. As a result, individual file segments do not carry 
enough information to permit one intercepting a subset of the packets to determine which packets 
belong to any particular file without knowing which destination addresses represent the same 
receiving host. Pirovano simply does not teach or suggest this approach or the above claim 
limitations. Instead, in contrast to Applicants' claims 1 and 8, in Pirovano, each packet explicitly 
includes the source identifier, message identifier, and in some cases, a destination identifier. 

Accordingly, because Pirovano does not teach or suggest every element of independent 
claims 1 and 8, as amended, Applicants respectfully submit that Pirovano fails to anticipate these 
independent claims. Without acquiescing to the rejection of claims 2-5 and 9-26, Applicants 
note that these claims depend directly from either claim 1 or claim 8, as amended, and include all 
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, „ rentable Reconsideration and withdrawal of the 

— 

hid^pendenLOaira^ 

• a A,r ^ U S C § 102(e) as being anticipated by 
oi • c a 7 97 and 28 were also rejected under ^5 U.b.u. § iua ; 
Claims 6, 7, 27 ana zo 1 , nif ii re ctional data transmission 

information to permit one intercepting a subset of contrast to Pirovano, the 

t0 a„ y parttcular file or the host from which they ortgtnated. Thus, con 
^entsare — e d in a Cerent an d suhs-afiy more secure manner. 

, w ^ePtrovanodoesnotteachorsuggesteveryelementofndependent 
. rdt^nr ^Ucantsrespec,fu lly su b mi,,hatPiro V anofai,stoan,ic,ate 
claims 6 and 27, as amended, PP tnthe reiec tion of claims 7 and 28, Applicants 

ljidjpend^nlClaim29 

c — r~ i:~;:~d.m 

protocol access M eto,hedes,m a t,onhos, a nd— , ^^ILon. 
j • ,„„hn« "Pirovano does not teach or suggest the above hmitattons. 
rrildelfibesatr— sy stem , ha, transmits data pac.ets to recetvmg 
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,, roMPC While Pirovano mentions 

to check for errors internal to the packet 

the same receiver to compensate for lost packets. 

.ecor^becauseP.ovano.oesnot.cacHor soever, element of linden, 

Mependentclaim. Without accmtesctng to the rejec on 

rejection of Cairns 29-32 under 35 U.S.C. § >02(e) is respectful, rested. 

QSi —^ T^TZn stand rejected under 35 U.S.C. § 103(a) as allegedly 

Dependent clatms 17, 22 25, 32 ^ ^ ^ ^ 3J _ 

being unpatentaHe over Pirovano tuvtewofKocher. Also J vanoinviewof 

• i Aor « t 1 S C § 103(a) as being unpatentable over rirova 
36 stand rejected under 35 U.S.C. & ll»u ^ being 

rejections for at least the reasons provided below. 

rr=r=:;:-~---> ---- 
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omsidethed.sc.osureofmepa.en.application. See, M.P.H.P. §2,42. 
motivation, a rejection under 35 U.S.C. § 103(a) is improper. 

Claims 17 77 25and32 

reasons independent claims 8 and 29, as amended, arc patentable. 

Furthermore. Kocher does not cure the deficiencies of Pirovauo. discussed above. 
Specially, Kocher does not teach or suggest splitting files .nto messa g e segments tnorderto 

same destination host in order to enhance security of the transmtss.on. 

App «cants note that claim 32, which depends from claim 29 includes a„ the .imitations 
.hereof , a,so recites, in part, "adding status information concerning the 
message segment" and "interpreting the status information to detect tampenng w„h the message 

t0 protect digital content itselfby storing it ataseeure device, Applicants mvenhon.s 

mdivtdualmessage segments that comprtse the file. More ^^^^^ 

teacher ^^.^«.a^--^-««--- i * 
such that the message can be securely forwarded to its proper destination host. 

,„ Hght of the foregoing, reconsideration and withdrawal of the rejection under 35 U.S.C. 
§ 103(a) based on Pirovano and Kocher are respectfully requested. 

Tn^ppnrlent Claim 33 
Claim 33, as amended, recites "assigning each host of a plurality of hosts to a firs, 
aomainofaplnrality of domains" and "restricting network traffic, message transmissions 
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among hosts within the same domain or neighboring domains." Neither Pirovano nor Gervais 
teaches or suggests these limitations. 

Briefly, Gervais appears to describe an address-mapping gateway that associates a 
globally unique domain network address with each node within a domain and with associated 
node addresses that are unique within the domain. To resolve source and destination addressing 
within the domain, the gateway maintains an address-mapping table that provides a cross- 
reference between a source node address and the network number of the local network in which 
the node resides, and a gateway-mapped node address generated by the address-mapping 
gateway. 

While Gervais may contemplate using locally unique addresses for message transmission 
to avoid duplicate addresses within the network and to increase routing efficiency, Gervais does 
not describe limiting message routing to local or neighboring domains to "camouflage network 
sources and destinations" as recited in claim 33. In fact, Gervais describes domains that are 
"accessible through multiple address mapping gateways" that "advertise to the backbone that it 
can provide access to all nodes having the globally-unique domain network address as the 
network number." Gervais goes on to state that "just as any packet generated by a node in the 
domain may pass through any of the available address mapping gateways, a packet destined for a 
node within the domain may also return via any of the available address mapping gateways." See 
Gervais, col. 1 1 line 63 to col. 12 line 4. 

In light of the foregoing, reconsideration and withdrawal of the rejections of independent 
claim 33 and claims 35-36 dependent therefrom under 35 U.S.C. § 103(a) based on Pirovano and 
Gervais are respectfully requested. 

Claim 34 

Dependent claim 34 stands rejected under 35 U.S.C. § 103(a) as being unpatentable in 
view of Pirovano, in further view of Gervais and Yates. Applicants respectfully submit that 
Yates fails to cure the deficiencies noted above with respect to Pirovano and Gervais. Yates 
describes a caching approach for use in a computer network that builds virtual routing paths 



Amendment and Response 
U.S. Serial No. 10/025,017 
Page 19 of 19 



documents, 



10C , rauti „ a to local or neighboring domains to 

Yates does not describe « message touring o ^ 

n ,,gb,o f ,be f o re goi„g,—a, ionandwitbd^cftbe.ect.onande^U,,. 
§1 03 ( a)basedon«Ge™ 1 sa„dYatesa rer es P ect M , yr e qU es,ed. 

rnNCIAJSION 

Respectfully submitted, 



Date: August {[, 2005 ^L^)^ 

Attorne^VApphcants 
Goodwin | Procter LLP 
Exchange Place 

Tel. No.: (617) 570-1352 53 State Street 
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